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General Information

Welcome

Thank you for choosing Wavecom monitoring system and de coder product . The product that you have
purchased includes the latest technology in data decoding, together with the latest software release ava il-
able at the time of shipment.

Please check our website at http://www.wavecom.ch for software updates.

Before you install the product, please also check the latest docu mentation on the installation DVD or on
our website.

WAVECOM ELEKTRONIK AG develops and sells products for wireless (HF/VHF/VHF/SHF) data monitoring in

all frequency bands.
Our main decoder and monintoring product series are

1 W-SPECTRA is a complete automatic spectrum monitoring system over all frequency ban ds
(HF/VHF/UHF/SHF).

1 W-PCIl and W -PCle are hardware decoders with two physically independent channels. W74PC is
hardware decoder with four physically independent channels.

W-CODE is a stand -alone software decoder working with native host hardware , like a bu ilt-in
soundcard or other audio devices.

All hardware decoders (W -PCI, W -PCle and W74PC) and the software decoder W -CODE have the
same decoding functionalities.

1 W-PCI-LAN and W-PCle-LAN are hardware decoders running in a ruggedized mobile computer.
They ar e a complete data decoding system.

Revisions
Version Date Changes
1.0.0 05-Jan-2015 Launch of W -SPECTRA and W -SPEED.
1.1.0 06-Jun-2015 New features and functionalities in W -SPECTRA and W -SPEED.
2.0.0 11-Jan-2017 Incorporate Wavecom  native device W -PCle as an HF receiver for W -SPECTRA.
Significant improvement.
New decoders: PACTOR -4 and TETRAPOL.
3.0.0 20-March -2018 New mode can be classified and detected: CODAN -3212, CODAN -CHIRP.
TETRAPOL voice decoding with live output to the speaker.
4.0.0 26-June-2018 Spectrum Analysis tool integrated into W -SPECTRA. It runs as a search strategy.
W-SPEED display bandwidth extended to 30 MHz.
5.0.0 12-Feb-2020 New mode: FT8.
Improve Spectrum Analysis (W -SA) module.
Improve decoders TETRAPOL and DMR. Display time stamp in 1 millisecond (ms)
resolution for each frame.
To putinline with W -CODE V10.1.0.

2 1 General Information WAVECOM Monitoring System W-SPECTRA, W-SPEED Manual V5.0.0



http://www.wavecom.ch/

Recommended WAVECOM Products and Services

W-BV BitView Tool

The highly sophisticated BitView Tool is an external off

unknown signals.

BitView has a number of features:

i Bit manipulation tools

U Bit display tools (text, graphics)

U Simultaneous processin

i Auto -upda te functionality

i Report generator

i Drag and drop of functions

i Re-arrangem ent of functions in a tree view

i Nested docking

0  Auto hide

i Drag and drop of windows

i Applicatio n and modification of alphabets

i Persistent -to-XML file (screen layou

i .NET technology

0 Noinstallationre quired, just run the executable
U  Data stream and data file import from W61PC/LAN

i  MatLab and C# user defined functions

W-Sat-email-Decoder

The W -Sat -email -Decoder takes as its input a session file and the corresponding text files, as produced by

g of multiple

(parameters, data, ASCII, XML)

-line, stand -alone .NET application f or analysis of

analysis sessions

tis restored at start  -up time)

, W-PCI, W-PCle and W -CODE

a WAVECOM decoder, or any text file from an external source containing emails. It does protocol deco ding
and decompression, the email(s) and possible attachment(s) are output as files. The following email sy S-
tems will be recognized and decoded respectively.

Email system Recognize Decode

AMOS Y Y

Blast Y N

Dualog Y Y

GlobeWireless Y Y

GTMall Y Y

MS-RAS PPP Y Y

MS-RAS TCP/IP Y N

Rydex Y Y

se@comm Y Partially

WAVECOM Monitoring System W-SPECTRA, W-SPEED Manual V5.0.0
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SkyFile Y Y
UuUCP Y Y
UUPlus Y Y
Xdatos Y Partially
ZModem Y Y
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Introduction

W-SPECTRA

In the modern data communication and signal intelligence the user requires more and more a complete
automatic system which can monitor certain frequency bands and fulfil the following main tasks:

il

It controls the receiver directly, set the receiver frequency, demodulator and demodulator ban d-
width, etc.

It detects , classifies and decodes signals automatically.
It records the results of detection, classification and decoding into a database.

It records the spectrum in a wide bandwidth, so that the user can analyse the whole spectrum a f-
terwards.

W-SPECTRA is exactly such a system to meet these major demands. W -SPECTRA provides:

il

==

= =4 =A4 =

=a

=A =4 =4 =4 4 -4 -

Comprehensive online (real  -time) monitoring functions, running through the entire radio spe c-
trum from ELF to SHF

Intuitive graphical user interface: its main operation tab covers all online mon itoring activities

Built -in bi -directional control of receivers (native Wavecom W -PCle receiver or WiNRADIO
G3xDDC)

Three monitoring modes: Direct Mode, Memory Scan and Frequency Search
More than 220 mode decoders and protocols over HF/VHF/UHF/SHF
Wideband (2 MHz) and narrowband (96 kHz) FFT and sonagram displays

Wideband (2 MHz) and narrowband (96 kHz) signal recording in baseband (IQ) and signal pla y-
back

Signal recording is made with various important side information (meta -data) on -the -fly, such as
the r eceiver frequency, bandwidth and timestamp for complete investigation of the whole spe c-
trum after the online monitoring

Automatic demodulation and decoding of known signals to the content level

Automatic search, classification and code check of signals ove r a user -defined frequency band and
certain search strategy

Automatic or manual capturing of results into a database

Display of detection, classification and decoding results in a separate window
Detection, classification and decoding results can be saved into files as well
User configurable database template

Database in XML format, providing easy processing by third - party applications
Integrity check of the database

Wideband spectrum editing: display a wideband 1Q recording in a 2 -dimensional sonagram,
zoom-in view of the sonagram and cut out a signal anywhere (in time and frequency domains)
from a wideband IQ recording for classification and decoding afterwards.

A typical configuration of an automatic spectrum monitoring system with W -SPECTRA can look lik e the fo I-

lowing:

WAVECOM Monitoring System W-SPECTRA, W-SPEED Manual V5.0.0 Introduction q 5



Antenna

HF/VHF/UHF/SHF
N Wideband Signal _
Recording W-REC W-SPECTRA

- b

ae

SDR Control
Spectrum Search

- l & Signal Detection

Classification
NN 0o

- Database Capturing

- : — Signal Recording

: = Spectra Editing

with direct antenna
or 70 MHz IF connection .
to W-PCle receiver |~ M - @

== Wavecom native Digital
* receiver W-PCle IQ Data

4
e il ‘ SDR User Interface
1 . o

or 2= H
—_— IJWM» s
|
s O B AP STRTRERR S 8
N | \|l ""l Third-party elaie_
| (0] receiver
N == W-SPECTRA
PC Windows® 7
Software Defined
Radio SDR
Example setup of a monitoring system with W -SPECTRA.
W-SPECTRA connects to a Software Defined Radio (SDR) and takes over its full control. A built -in mass
storage device (e.g., an SSD) can be used by W -SPECTRA for wideband 1Q signal  recording.
All important operation activities are covered in the W -SPECTRA GUI #fAOperationo tab:

1 Full receiver control: set the receiver frequency, demodulator, demodulator bandwidth, AGC,
squelch level and antenna input etc. directly

Spectrum analysis dete  cts signals and marks them in the narrowband spectrum display (96 kHz)
Choose a classifier or a decoder manually or automatically

Display the classification result into a database entry

Database operations: insert, overwrite and manually edit an entry

Wide band spectrum display (2 MHz) with IQ signal recording and playback

Narrowband spectrum display (96 kHz) with 1Q signal recording and playback

Display detailed classification and decoding result

Switch among the three operation modes: Direct Mode, Memory S can and Frequency Search

= =4 =4 -4 4 -4 -8 -—a A

Four buttons (Start, Stop, Previous and Next) control the work flow of the three operation modes.
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I, W-SPECTRA [E=8 Eel 5
File Run Configuration Tosls Help
“RuPe
o 3
Operation | Direct mode | Memory scan | Frequency search ‘ Speaker button for
SDR Settings demodulated acoustic output
ReFreq 8.462189 MHz  Demod |USB v|  Demodulstor BW 32.000 kHz  AGC|[Slow  v|  S-level (-95dB) lul Input [ANT1 ~| |6
Select a decoder or classifie
Mode | hf-analysis-classifier-code-chec | @| @| Freq Offset 0 Hz NBFFT Gain 20 dB  Shift 13473 Hz  Date:03June 2019 Time: 135342  Status: auto
Display |FFT ~| Colorscheme [Grey..} ¥| Remarks Frequency: 8462189 MHz Modulation: PSK-84, STANAG-4285 NOR, Center: 284896 Hz, Baudrate: 23990 Bd, Bandwidth: 22099 H | Insert | Edit |
(8l Database operations
00
2s0| Wideband spectrum display and
s00| media player / recorder
750
-100.0
L1250 WW%WWWWMMMMWWW
-150.0
7462 7662 7862 8062 8262 8462 8662 8862 2062 9262 9462 [MHz]
(»] (m] (mn) (@] [ ] [#] cooo00 / coooo0
File CAUsers\Public\Documents\Wavecom'WSpectra\Recordings\Recording.pxgf [:| PXGF |
(48] 2462 MHz [BW 26.72 kHz]
2672 kHz
- Narrowband spectrum display and Use the center cursor to sglect a signal
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W-SPECTRA GUI Operation tab contains five parts: direct receiver control, classifier and decoder setting,
wideband spectrum displa y and media player/recorder, narrowband spectrum display and media pla y-
er/recorder and classification and decoding result display.

W-SPEED

While running online (real  -time) spectrum monitoring, a system (e.g., W -SPECTRA) can usually classi fy
and decode signals in a limited bandwidth (e.g., 96 kHz) in real -time (online). The reasons are usually li m-
ited processing bandwidth of certain components and limited computation power. Signals outside the pr o-
cessing bandwidth can not be processed onlin e. To solve this problem W  -SPECTRA makes a recording of
signals in a much wider bandwidth (2 MHz) than it is processing online. The recording is done in a lossless

way, usually in baseband IQ and the recorded signal is processed afterwards by the Spectrum Editing tool
W-SPEED.

W-SPEED loads a recorded signal and displays it in a two -dimensional sonagram with the frequency as the
x-axis and time as they -axis. The sonagram display bandwidth is selectable among 250 kHz, 500 kHz, 1

MHz, 1.5 MHz, 2 MHz, 4 MHz, 8 MHz, 10 MHz, 12 MHz, 16 MHz, 24 MHz and 30 MHz, with 2 MHz as d e-
fault. The user can examine the sonagram by zooming -in to and navigating over the spectrum, mark an
interesting signal and send this signal to W -SPECTRA or other Wavecom decoders (e.g., W -CODE) for
classification and decoding.

A typical setup of this spectrum investigation is as in the following
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Example setup of the Wavecom spectrum editing tool W - SPEED working together with th e monitoring sy  s-

tem W -SPECTRA. The user can select a 96 kHz wide signal stripe and send it to W -SPECTRA for detail i n-
vestigation.
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Setup

W-SPECTRA, W-SPEED

The automatic monitoring system W -SPECTRA and the spectrum editing tool W -SPEED provide all fun c-
tions requi red to analyse, classify, decode and process radio data communications over the entire fr e-
guency spectrum. Both are licensed software, running on existing equipments of the customer. This fe a-
ture allows seamless integration with SDR (Software Defined Radio ) receivers with IQ data and TCP/IP d a-
ta outputs. The license for the software is programmed on a CmStick USB key. One client license is pr o-

vided with each software package (multiple licenses on request).

W-PCle Receiver Installation

Before unpacking the W  -PCle card and installing it into your PC please make sure that you are attached to
the electric ground to avoid damaging static sensitive components on the card or in the computer.

Power off your computer, unplug it from its power source and disconnect or turn off all peripherals. Car e-
fully remove the cover of the computer and locate a free PCI express slot. Firmly insert the card into the
slot. Close the computer cover and switch on the power.

WARNING : THE A/D CONVER TER ON THE W -PCle CARD MAY DEVELOP E ENOUGH HEAT TO
PRODUCE BURNS OR START A FIRE IF PLACED NEAR FLAMMABLE OBJECTS. WAVECOM WILL

NOT BE RESPONSIBLE FOR ANY DAMAGES RESULTING FROM NON -COMPLIANCE WITH THIS
WARNING.

W-PCle receiver.

W-PCle card have five  SMA signal inputs. The following table is a technical hardware specification.

Specification
Card type Half -size PCle x1 card (W -PCI Express)
Inputs AFIF#1 and AFIF#2  for direct HF IF70#1a, IF70#1b and IF70#2

antenna connection
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Frequency range 50Hz 1 25 MHz 525 MHz i 87.5 MHz (SAW fi I-
ter)
Input impedance 50 Ohm 50 Ohm

Bandwidth 5kHz 7 500 kHz

Frequency raster DDC 1.0Hz

Input max sampling rate 92.16 MHz

Sampling rate jitter 1ps

Connector SMA female

Two simultaneously active inputs AFIF#1 or |IF70#1a or IF70#1b T with 7 AFIF#2 or IF70#2

Dimensions (LxWxH)

168x106x22 mm

Weight

15049

Power requirement (typical values)

10A@+33V,04A@ +12V

Bus interface

PCle x 1, 250 MB/s

Operating temperature range 0°Cto50 °C
Case temperature  range 0°Cto55 °C
Storage temperature range 0°Cto70 °C
Relatively humidity (non  -condensing) 10 to 90%

A/D converter 16 -bit

Digital down converter (DDC) FPGA

License key In -card license, no external license key necessary
Canformy (¢ OHik OER v

W-SPECTRA and W-SPEED Hardware Installation

The license to run W -SPECTRA and W -SPEED is delivered on a USB dongle. Just i nsert the USB licens e

key(s) in any USB socket.

Software Installation

W-SPECTRA supports the native Wavecom receiving device W -PCle and the WiNRADIO Software Defined

Radio (SDR) receivers G3xDDC.

- To use W -PCle as a receiver, make sure that the Wavecom Virtual Audio Cable (VAC) is first

properly installed. Then install W

-SPECTRA. It contains the controlling of the W -PCle receiver.

- To use WINRADIO G3xDDC receivers with W -SPECTRA, make sure that the G3xDDC software and
the WIiNRADIO Virtual Sound Card (VSC) are already installed.
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Insert the WAVECOM installation DVD in the drive. When requested, point the auto start wizard to the disc
drive and start installation.

Note: To run installation you need to have the Administrator right. After installation,  you can run the
application s W-SPECTRA and W -SPEED if you are a member of the Administrators , Power Users  or Us-
ers group.

Before the installation of a software updat e Softwarednirsthlld Over si o
on page 14). After uninstallation has completed, insert the WAVECOM installation disc in the drive; the i n-

staller will start automatically. Otherwise, it can be started with Windows Explorer by double -clicking
Installation.exe

Without loosing generality we show the installation steps on the example W -SPECTRA.

The selection dialogue of the installation program is displayed:

) WAVECOM Installation ==

Main Products Aelditional Software

W-SPECTRA 3281500 W
%* W-SPECTRA 6481500 sep WEPEEPVAGO
G WRECIRERV0

), TSRO REC WRECESERVAD0 [ nstal | [Menal]
PC\W74PC B4BIVIDLD

A sanmoi sk o Instal
w wPCle 32E8VI0T0 U

Pele i PCle GABIVIDTD % e et

WDloud S
WPl 32811010 64 E,[D:G De.;w
WPl B4ERVI01.0 % EasySAT System

[W-PClJe, W7AFT) Y2 0.0

w W/EODE S2BIVINTD A/ Classifer Codecheck Editor
CODE . CODE B4£ilV10.1.0 GGG V1.40

WSatensiDecodsr % Recordngs V220
U vadn(Rsi
MAIL W SatemalDecoder

W2.4.0(B4-Bit] Wawecom Device Diiver

Welcome to the InstallShield Wizard for
WAVECOM W-SPECTRA

The InstaliShield(R) Wizard will install WAVECOM W-SPECTRA
on your computer. To continue, dick Next.

P

Q

WARNING: This program is protected by copyright law and
international treaties.

=
* Cable WAL V300
[[Refeos Netcs | [WAVECO ELEXTRONK 25 First, you will  see the welcome screen. Click

iNextd to continue the in

Clickthe ASWECTRAO b unstallshe W-o
SPECTRA application.

r — — = r —_— = =
14 WAVECOM W-SPECTRA - InstallShicld Wizard | B % [ 1) WAVECOM W-SPECTRA - InstallShield Wizard 0 =)
Destination Folder Ready to Install the Program
Click Next to install to this folder, or dick Change to install to a different The wizard is ready to begin installation.
Install WAVECOM W-SPECTRA to: Click Install to begin the installation.
ClProgram Files\WAVECOMWSPECTRAY If you want to review or change any of your installation settings, dick Back. Click Cancel to

exit the wizard.

InstaliShield InstallShield
[ <Back || mext> |[ cancel | < Back Instal Cancel
Change the destination & otld Click fANexto to continue

continue the installation.
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[ ﬁ! WAVECOM W-SPECTRA - InstallShield Wizard [ ﬁ' WAVECOM W-SPECTRA - InstallShield Wizard @‘
Installing WAVECOM W-SPECTRA InstaliShield Wizard Completed
The program features you selected are being installed.
A Please wait while the InstaliShicld Wizard installs WAVECOM W-SPECTRA. The InstaliShield Wizard has successfuly installed WAVECOM
I ey  This may take several minutes. W-SPECTRA. Click Finish to exit the wizard.
Status:
Copying new files
—
I
[Z] show the Windows Installer log
InstallShield
Ba Nex
Wait until the installation is finished. If the installation was successful, click Finish to
complete the process.
Note: If a firewall is enabled on your system, depending on its security level settings, various compo nents

of W -SPECTRA may ask to access the Internet or the trusted zone of the firewall. You will have to manua I-
ly grant access to these components.

Check for hidden windows if the installation process seems
Alt+Tab keys). Sometimes windows in the background are waiting for a button to be pressed to allow the
installation to proceed

W-SPECTRA Server

W-SPECTRA runs in a client/server architecture. The W -SPECTRA server is running as a Windows service,
which w ill start automatically at the PC startup. The corresponding tray icon indicates the server status as
below .

WAVECOM Server - W-SPECTRA (running]

LB R B

Status of the W -SPECTRA server.

Make sure that the server is in Arunningod status. Thek-
ingt he mouse or just double cl|l rSKEGQMRAMN.e desktop icon i

W-SPECTRA Licensing

The license of W -SPECTRA is programmed on a USB key (Wibu CmStick) . The software is delivered with
one year free update, i.e., the customer wi Il get new software versions free of charge during one year a f-
ter the date of purchase. The update period can be extended for max. 5 years. The purchased software

version itself runs without time limit

On request, different licensing models are available:
i Single -user license s

i Network licenses with floating licenses (sharing of W -SPECTRA and options between different
computers)

U Licenses for other WAVECOM software products and third party products may also be stored on
the CmStick

Software Updates
Software released  during the update period can be installed at any time.

New licen ses can be loaded to the CmStick without sending the physical USB key to WAVECOM. Just click
License Update on the CodeMeter Control Center and foll ow the information provided by the assistant.
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How to update a license.

Software Options

W-SPECTRA runs with two options: Spectrum Analysis (W -SA) and narrowband classifier (W -Classifier -NB,
with 8 kHz bandwidth) or wideband cl assifier (W -Classifier -WB, with 96 kHz bandwidth) (see fiLicense Sy s-
tem, Software and Options 6 on [2%8¢ e

Both Spectrum Analysis (W  -SA) and Classifiers (W-CL-NB or W -CL-WB) are delivered with separate licen s-
es. They can be shared by other Wavecom decoders, e.g., W -CODE. If the customer already has a license
(W-SA, W-CL-NB or W -CL-WB), he can just order the W -SPECTRA. In this case W -SPECTRA will run with
the existing licensed option.

To order the W -SPECTRA software, please follow this procedure

i Place an order W -SPECTRA with the proper option. If you already have a CmStick, you may give
us the serial number of your CmStick

i WAVECOM will process your ordera  nd forward you an invoice .

U After the payment has been received, a new key or license file for your existing CmStick will be
delivered.

To process an order for options, the following information is required:
i Complete address
i  Ordered items
i Email or mail delivery
0 Serial number andr emote context file of CmStick to be updated, if applicable

W-SPECTRA License Checking

To check the license(s) on the CmStick follow these steps:

Open the CodeMeter WebAdmin interface from the CodeMeter tray icon
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